OPENTEXT

Product Security Advisory

LOGJAM Vulnerability (CVE-2015-4000)

Details
OpenText is aware of and has been carefully monitoring the recent news surrounding the LOGJAM vulnerability.

In an effort to help reduce the risk to our customers, OpenText is proactively reviewing its products and solutions to
assess the potential impact of the issue described in CVE-2015-4000. Once we complete a technical risk
assessment, vulnerable products will be remediated with available system patches or configurations.

In the meantime, customers should take steps to mitigate this issue on their hosted web servers, configuring them to
disable support for export cipher suites. Further instructions and methods to test a server’s vulnerability to LOGJAM
are available at https://weakdh.org/.

At OpenText, we are committed to upholding our obligations regarding the security and privacy of our customers’
information. As such, we will continue to evaluate our products and solutions and will take necessary action to reduce
any potential risks associated with the LOGJAM vulnerability.

More Information
For more information, contact your local Customer Support office.
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